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Creating Account™

In order to start working with thé&uardSaaSystem, you should register. You must have a
valid email. Click the linkttp://app.quardsaas.com/reqgistesind enter the following:
A Your name or company name

A Email address Create your
A Country account

A Password

Settings of the system and the cost of use will depend on the correctly
chosencountry. Pricing policy slightly differs for different countries.
Furthermore, during payments the only available currency is that used

in the selected country. i
wSIFR (0KS GSN¥a 2F dzaS | yR Of A0} _ K
¢SNYa 2F ! 48Sda OKSO102E® ¢KSy Of A0l bws3IA
The system will receive the data and send anaal specified before. In order to continue

with the registration, you need to find themail and click the specified link. You will be
automatically logged into the system. Registration is over now. Always remember your
username (Enail) and password. Remember the limkp://app.quardsaas.com/logifor

the next login. You can also use the following secure SSL link
https://app.qguardsaas.com/login
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Registering Converters

Goto the & 9 |j dzA Lavdslicking "AddnewO2 y @S NIi S NIy

Guard SaaS

Qd' Last connection:
o 2013-08-19 16:52:39

Equipment

At least one IP converter is required to link your

equipment with cloud server.

TYPE SN DESCRIPTION CONTROLLERS ~ ACTIONS
You can install IP converter at any safe place of your

No items :
site and connect it to LAN with Internet access.

In order to providethe communicationbetweenserverand converter,enter the serial
numberlocatedon the body of the converter In addition, enter the passwordio work
with converter Theinitial passwordis suppliedwith the equipment Lateron, for the
securityreasons,you shouldchangeit. Enterthe serialnumber of the converter,and

the password Clickthe "Register"button. In a few secondsconverterwill appearin
the list of convertersif credentials are

& Add new converter
correct,andconverteris properly
SerialNumber: [ 11111 connectedto the Internet.

Password (Auth_key): XTY T
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If converter is not identified, examine its connection to the Internet. Besides, you can
additionally configure converter on thBuardSaaServer.

To do this, you should turn on your converter
and enter the serial number and authenticati

iron “_'IL :l_lrham [u3zaiiH, pa3spaboTka, NPOM3BOACTBO INEKTPOHHBIX M3AEANA U MOAYNENA

Oo6po noxxanoeatb / Welcome

1S 2y (KS ozyQSNbSNWpTWW — 3d

Welcome to the initial configuratio 2397WEB

ht‘t '//hW rfe n ab I ed CO m Ans ebibopa CKyﬂ Te CepUiHDI \171 HoMep Ballero KoOHBepTepa U ero KoY ayTeHTUDUKaLK:
. . . To I ct th I ine a t ol, enter the serial number of your converter and its authentication key:

erial n
AT,
‘Authenticatio Ky 12345678

¢ KSy Ot A0l bbSEl(4®

iron “_'IL :l_lrham [u3zaiiH, pa3spaboTka, NPOM3BOACTBO INEKTPOHHBIX M3AEANA U MOAYNENA

hy GKS ySEG LI 3Saa®K?2
2 LJL,] }\ 2 y CD ¢ K S y éf }\ é"‘l b Bbi6op cuctembl / System selection

- - - HaiineH koHsepeTp / Converter found. MocneaHee coean e / Last connection: 2013-07-30 20:28:02
Your converter will be redirected during the e oo con «orwes -
Select an on-line acce: t ol s y t em t whi h y u wan tt nect your converter

next connection. uare s205: @

Cloud WebGuard
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¢2 PASH GKS RSUFAEfSR AYF2N¥YIGAZ2Y |02 dz
description and the time zone.

TYPE SN DESCRIPTION
= Converter detail
] Z3971P V2 12345 DemoBox 01
Type: Z397IP V2
Serial Number: 12345
e Last connected: 2013-08-22 13:55:10
TYPE SN DESCRIPTION OBJECT STATE ACTIONS Description: DemoBox 01 4
A——1] Timezone: Europe/Minsk (GMT+3) s
@ Z5R-Net 6318 06bekT 3 Activated Details
Frmware Version: 3.0.27
- Matrix Il Net 2687 06bekT 2, 06BbEKT 1 Activated
@ GuardNet 20177 06bekT 1 Activated = L e detail
Status: Active
Active until: 2100-12-31 00:00:00
Controllers count: 16

If equipment is connected correctly, converter will automatically detect the connected
controllers. It will be displayed in the list of controllers.

If no errors occurred, the color of indicators for controllers and converters will be
changed to green. That means you can start using the system.

The following information is provided in the list of converters: type, serial number,
description, number of active controllers.
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Configuring Controllers

Click the "Details" button to configure each of the controllers. The following options are
available:

A Description-9 YU SNJ I O2yUNRff SNQNR&d RSAONALIIAZ2Y D
A Open time- Enter the time during which the voltage is applied or removed from the
lock, from 0.1 to 25.5 seconds.

A Wait open time- Enter the time during which the normal door opening is expected,
from 0.1 to 25.5 seconds.-Gho control.

A Wait close time- Enter the time after door was opened, during which it should be
closed, from 0.1 to 25.5 seconds: o control.

A For registration new cardslf you select "Yes", this controller can be used to register
new cards in the system.

i= Conwroller Details
Z397IP V2 12345 DemoBox 01

Type: Z5R-Net

Serial Number: 6318

£2 Controllers List -
Description:

TVPE SN DESCRIPTION OBJECT STATE Open time, s: 3

ACTIONS
Wait open time, s: 3
Z5R-Net 6318 06bekT 3 Activated
Wait close time, s- 3

L N % 9

Matrix Il Net 2687 O6beKT 2, O6LekT 1 Activated Last connected: 2013.08-22 13:57-46

- GuardNet 20177 06bekT 1 Activated Converter: 12345

For registration new cards yes #

single reader No w
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The state of controller can be identified by its color indicator.
A Green- converter is online

A Yellow- converter is offline

The following information is provided in the list of controllers: type, serial number,
description, name of object, state.

LY a42YS OFasSasx O2yuNRfftSNI Oy ©6S RSI O
LI NI A Odzf F NJ O2yGUNREESNI |yR UOKSYy Of A0]
not be presented in reports. Controller can also be deleted after deactivation.

i= Controller Details

Type: Z5R-Net
Serial Number: 6318
Description-

Open time, s: 3

Wait open time, s: 3

A T WY

Wait close ime, s: 3
Last connected: 2013-08-22 13:57-46
Converter: 12345

For registration new cards Yes & Ta.b I e Of CO nte ntS

Single reader No &
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Configuring Objects

To simplify the access rules configuration, the concept of an Object is implemented in
the GuardSaa3)bjects are independent rooms where access should be controlled. At
least one object should exist in the system.

91 OK O2yUNRfftSNI AA FaaA3dySR (2 202S0uU
one object are the same.

By default, one object is created. You can set any name of object and/or create new
object(s). To manage Objects, gadtaC I O Ahttph//Gph.Guardsaas.com/object/list

Guard SaaS

Last connection: H

2013-08-22 14:07:10

i= Objects Add new Object
) : Object is independent room, where access should be
OBJECTNAME 4  CONTROLLERS ACTIONS controlled. At least should be definet one facility.
_ ’ If you have several independent rooms, you should
. O6bekT 1 GuardNet E Delete
el create each as object and define which controllers are
- ; linked to it.
06beKT 2 Ed Delete

One controller can be linked to one object only.

Items per page: 2


http://app.guardsaas.com/object/list
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You can create a new object, delete or edit an existing one. To create an object, click
"Add new Object".

i= Objects ‘ Add new Object '

OBJECTNAME ¥ CONTROLLERS ACTIONS

When creating/editing an object, the following should be entered: }
A Name¢cSY iSNJ 0KS 202S00Qa yIFIYSET F2NJ SEIY
A Colorc select the color which facilitates a further work with reports.

& Add new Object

Details Controllers Time Zones
Details:
Name: Object 3
Name Objectwith familiar to users name.
Colour: #OOFFOO u For example, "Conference room", or "Office"

N 7
.

¢2 O2yiAydz$SE Ot AO1 G4KS abSElOb odzidzy
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gy, S

In the "Controllers" section, select which controller(s) serve the room. Typically one
controller belongs to one room.

/| fA0]1 GKS GLYOPSNARA2YybH OKSO102E AT (KAaA
door between two rooms). This option is also used in cases of installation errors, whe
sometimes it is easier and faster to invert the input and output programmatically.

& Add new Object

< 5

Details Controllers Time Zones

Controllers:

TYPE SN DESCRIPTION INVERSION
Select controllers that are installed at this facility and manage access
W | Z5R-Net 6318 toitonly
Inversion - logical excange of input and output. Use it for adjacent
Matrix Il Net 2687 facilities or when mounting errors.
GuardNet 20177

7 7
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Set the required time zones. Time zones can be set with the standard intervals and
days of the week, which you can then use to configure access rules. Later on, when
you set access rules, you can only select one of the existing zones.

& Add new Object

o

Details Controllers Time Zones

Time Zones:

mmmmmmm FROM TO
Define time zones.
1 m B @ " F E 00:00 23:59
Time zones allow to define standart times and weekdays which later
can be used to define access rules
2 @ @M F F E & & |0000 23:59
For example:
¥ X First time zone can define standard working time - workdays. from
3 M M F ® & & |0000 23:59
07:00 till 18:00
Second can define workdays evening time from 18:00 till 24:00
4 M @ @ @ @ & F | 0000 23:59 Y 4
Later, when defining access rules, yhou can select one of existing
5 00:00 23:59 time zones.
6 W @ @ ® & & & | 0000 23:59
7 W M @ ® & & & | 00:00 23:59

¢2 &bk @S e2dNJ OKIFy3aSasz Of A0l b{l gSea
( s ) Table of contents
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Configuring Departments

Departments in the system are used to manage groups of employees. At least one

department should exist.

¢2 YIyYylI3S 5SLINIYSydGas 3I32 (2
http://app.quardsaas.com/department/list

Guard SaaS

iZ Departments
DEPARTMENT NAME

Department 1

Items per page: | 1

4 ACTIONS

Add new department

Last connection:
2013-08-22 14:43:07

Department is the group of people, for whom we are
managing access. At least one department should
exists in the system.

If you have many groups with different access schedule,

you must create them as departments and define
access schedule for each object

b5SLI NIl YS



http://app.guardsaas.com/department/list
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You can create, delete or edit Departments. To create a department, click the "Add

YyS% RSLI NOYSYyOao

iZ Departments
4+ ACTIONS

DEPARTMENT NAME

Enter the name of the Department. Name the department so that it is clear to all
users, for example, "Accounting" or "Administration".

i Add new department

Department Schedule Department Time Zones

Department Details

Department Details:
Give a meaningful name to each department,

IT

Department Name:
for example, "Accounting”, or "Security".

Comment:

O2yiAydzsSs Of A0]

¢ 2
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LY (0KS a5SLI NIYSYyild {OKSRdzZ Sh aSOilAz2ys>
Reports are based on these parameters. The following additional options are availabl
A Start early- the time (in min.) which defines an allowable limit of time to show up
at work before it starts. By default it is 30 minutes.

A Start late- the time (in min.) which defines an allowable limit of time to show up
at work after it starts. By default it is 10 minutes.

A End early- the time (in min.) which defines an allowable limit of time to leave

work place before it ends. By default it is 10 minutes.

A End late- the time (in min.) which defines an allowable limit of time to leave work
place after it ends. By default it is 30 minutes.

A Out of office- the time (in min.) which defines the total allowable limit of absence
at work place during working hours of the day. By default it is 30 minutes.
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Described above data can be used to create reports with information about
attendance and time spent by employees at the work place.

& Add new department

o o

Deparument Details Department Schedule Department Time Zones

Department Schedule:

Day start time: | 08:00 hh:mm Startearly: | 30 min
Please, enter department work schedule.
Day end time:  17:00 hh:mm Startlate: | 10 min
Work schedule is used to control attendance, but don't limit access
Lunch starttime: | 12:00 hh:mm End early: 10 min time.
Lunch end time: | 13:00 hh-mm End late: | 30 min Based on this parameters, system is building attendance reports.
Shortday: Choose aday... E| Out of office: | 30 min
Shortday end time: = 16:00 hh:mm

7 7

¢2 O2yliAydzsSSz OftA0] (KS &abSEGH odziGz2y |
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LY (0KS a5SLI NIYSY(d ¢AYS %2ySab aSOGAz2y &
employees of department.
The "Access type" menu allows you to select the following permissigusrywheré or

Byobjectsa ® L ¥ &2dz aSt SO0 6. & 202S0O0Gaax &2dz ¢
AY UKS aa\drd nadptiontalod/s you to choose whether to consider time
spent on the object as workinghe following access options are available:

A Never
A Always(default)
A Byschedul® | gF Af I 6fS 2y0S a.@& 202S00a¢ KI &

& Add new department

o

Department Details Department Schedule Department Time Zones

Department Time Zones:

Access type @ Everywhere
By objects Please, enter time zones for each object.
Al obrect Work zone Checkbox designates time period when access allowed to all
All objects department members.
Access Ne:
@ Always

¢2 a4l @S @2dzNJ OKIy3aSas Ot A0l b{l @gSaod
Table of contents
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Configuring Employees

¢2 YIFylFr3aS 9YLX 2eé S SipYapAdgardsgas.dord/efriplbyRedi8 S 4 «
You can create, delete or edit employees.

Guard SaaS

Last connec tion: ]
2013-08-19 16:52:39

i=2 Employees Departments: All Add new employee

ALL |

NAME DEPARTMENT ¥ POSITION & CARDS & ACTIONS

Items per page: | 1

¢2 IRR I ySg SYLX2eSSs Of A0l GKS b!RR

i= Employees Departments: All


http://app.guardsaas.com/employee/list
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OYVGSNI 82dzNJ SYLJX 28S5SQa LISNaER2YlFf RIFEGIFZ | aa
available:

A Everywhere

A By objects

Select the necessary access from the ddopvn menu:

A Never- access is denied

A Alwaysc access is permitted always

A By schedule select one of the seven desired time zones (defined in time zones of
every object)

A By department schedule department schedule will be used

¢CKS G22NJ 12ySbhb 2LJWaA2y A& dzaSR G2 GNI O]
A By department- time spent at the facility /facilities is considered according to the
RSLI NLYSYy(d GAYS T2ySa aSiidAy3aa o0a22N] 12
A No-time spent at the facility/facilities is not considered as working time

A Yes-time spent at the facility/facilities considered as working time
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& Add new employee £ Access Control

Name: Valery Access type @ Everywhere
© By objects
Position: Support engineer
All objects Work zone
Department: T E|
Comment:
Access

o T
O2 YLX S8
éxay
O00Sa

¢ 2 0KS
-1
G! | 2y N2 &

Fy20KSNJ OF NR T2 NJ

@ By department
© No

@ Yes

@ Never

@ Always

@ By department schedule

LINRE OS R dzNB

settings if any mistakes were done in the previous step.

OF NRZ Of )\01

& Editemployee B Card:
CODE ASSIGNED AT /ALID TO MAX USES ACTIONS
Name lery
ds assigned
Position Suppor g
Deparm & @ Access Control

By objects
o Workzone o by deparument
' No
Yes
Access N
) Always

@ By department schedule

1KS b!

2 T
Iy SYLX 28SS3s C
a S O U A-Egift coknéar. Ghdngeaccdsd | A f
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¢tKS abS¢é OFNRAG 6AYR2g gAfft | LIS NI
.Newcard |

spend another card reader or click on the "Assign” to use this map.

Assigned:

To assign a new employee card, enter the ID or swipe card at the nearest reader.

The following 3 ways of assigning a card are available:

A Manual entry of the card numbectypethe 8RA I3 A 0 OF NRQa ARSY
keyboard. Use the "Manual enter" checkbox to prevent taking other card's identifiers
during the door passing.

A Automatlcc SWIpe a card near any reader. A number is dlsplayed right away. The
a2au0SY AYUSNNRIFIGSa 2ytfe GK2aS O2y (NPt
option enabled in the controllers configuration.

You can also use a USB card reader installed locally on your computer.














































































